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Abstract-: In the current internet scenario, secure datastréssion is limited due to its attack made on data
communication. So more robust methods are requoezhsure secure data transmission. One solutidheto
above problem is Steganography. Audio steganographbgncerned with hiding information in a coveogt)
audio signal in an imperceptible way. Hidden infation is retrieved from the cover audio using a &iwyilar

to the one that was employed during the hiding @hasast Significant Bit (LSB) modification techoigis the
most simple and efficient technique used for awémanography. But conventional LSB technique hmoe
interface, difficult to understand and valid onlyr fcertain audio formats with restricted message.sihe
objective is to design an audio steganography sehghich is used to hide data in an audio file iohsa way
that the data hiding point or sample point is raniyoselected so that with every new embedding medke
position of sample point changes and thereby isitngahe confidentiality of the secret message.

Index Terms- Steganography; Audio Steganograph$B technique

1. INTRODUCTION 2. RELATED WORK

In today's fast growing demand of internetAudio steganography is an active research are& thes
applications secure data transmission is vergays.
important. Techniques such as cryptography aregbein Different techniques have been used to achieve the
used on a large scale for transmitting informatiosame goals. One of the earliest technique is LSB
secretly. Steganography is a new approach ofiodification [2].
providing secure data transmission. The term In LSB method consecutive LSB’s in each sample
steganography is derived from two greek wordsf cover audio is replaced with secret message bit.
“stegano” means “secret” and “graphy” meand SB method is very easy to implement but have low
“writing”. So steganography literally means secretobustness. However, conventionally single bit is
writing. Steganography is the art and science dfeing used, but changing more than one bit in a
writing hidden messages in such a way that only treample has no differentiable change in the progeerti
sender and intended recipient suspects the exesteraf the host message [3]. This increases the capeflit
of the message. the technique but might also increase the amount of
Audio Steganography hides the secret messagernnise in the stego message [4].
an audio signal called cover audio. Once the secretin [5], an audio steganographic system that
message is embedded in the cover audio, the mggultiprovides improved security is proposed. To achieve
message is called stego message and stego messadiais, dual layer randomization approach is userst Fi
transmitted to the receiver side. layer of randomization is achieved by randomly
For any audio steganographic technique to bselecting the byte number or samples. An additional
implementable it needs to satisfy three conditidiis  layer of security is provided by randomly selectihg
Capacity means the amount of secret informatiorbit position at which embedding is done in the
that can be embedded within the host message selected samples. Using this proposed algorithm the
Transparency evaluates how well a secrettransparency and robustness of the steganographic
message is embedded in the cover audio technique is increased.
Robustness measures the ability of secret In [6] the problems faced by substitution technique
message to withstand against attacks and solution to the problems are discussed. Tha mai
Section 2 describes the related work for Leagiroblem is low robustness against attacks. In
Significant Bit (LSB) method. An audio conventional LSB method secret message is
steganographic system is briefed in section 3.i@ect embedded in the least significant bit. This metisd
4 presents the system architecture. Experimentalore vulnerable to attack. So by embedding message
Results and conclusions are presented in sectiord5 in bits other than LSB more security can be acldeve
6 respectively. More robustness can bachieved if message is
embedded into deeper bits. But the problem isdbkat
one move into the MSBs the host audio signal gets
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4.1. Character encoding

Secret Secret Character encoding is used to map characters $o bit
Message StegcKey Message and bits to characters in the reverse operationth@n
vy v L) transmitter side, the secret message is in the fifrm
Embedding . Detector characters. These characters are converted to bits
Algorithm [ ®] Stedo File = agorithm before they are embedded in the cover audio. Usuall
a standard character encoder like the ASCII

4 (American  Standard Code for Information
Carrier Interchange) encoders is used. But ASCIl coder

Digital leaves a system which is more vulnerable to
Object steganalysis than a custom defined encoder. Custom
character encoders are not only less vulnerable to
Fig 1. Steganographic System steganalysis but it also help in achieving compogss

_ _ resulting in increasedcapacity. A possible custom
altered. This problem can be solved by an intatiige character encoding is Huffman coding. A Huffman
algorithm which embeds the message bits in the MSgharacter encoder is proposed by Dr. David A.

and alter other bits to decrease the error. Huffman in 1952. Here the Code word lengths are no
longer fixed like ASCII; Code word lengths vary and
3. BLOCK DIAGRAM will be shorter for the more frequently used

The basic block diagram of a steganographic Syste?naracters.. Huffman _cpdlng IS a lO.SSIGSS _codlng
is shown in Fig 1. The secret message to bsecheme vy|th an efficient compression - ratio. A
transmitted is hidden inside a cover file. Covde fi codeword 1S assigned to all possible characters tha
could be images, videos or audio. A stego keyse al can occur in the secret message [7].
used to provide security. Using a suitable embegldin .
algorithrrﬁJ secret messa)ée is e?nbedded into th;charrfl'z' Modified LS8 method
object. The resultant file is called stego file @¢hts The conventional LSB method is quite vulnerable to
stego file is transmitted to the receiver side.t#¢ steganalysis. It embeds the secret message bits in
receiver side stego file is decoded using the skego fixed LSBs and any intruder who detects bit
to extract the secret message. In the case of dio aumodification pattern can easily retrieve the secret
steganographic system cover file is an audio file. message In an 8 bits sample of a cover audio,
changing the first, second or third LSB of any skmp
4. SYSTEM ARCHITECTURE of the audio doesn't result in a detectable chabge,
The system architecture consists of two differeri{?® fourth LSB change becomes detectable Therefore,
layers to fight against steganalysis; characteoding ©N€ OF multiple bits from three LSBs can be used to
and modified LSB method. As shown in Fig 2, th&Mbed a secret message. _ _
message transmitted by Bob will pass through Modified LSB Method proceeds in two steps: bit
character encoding and modified LSB method laye3E/€ction and sample selection. Since any of treeth
before it is transmitted over the network. On thd-SBS can be used to hide the secret message bit,

receiver side, the same operations are performed I5YeTy sample used different LSB to hide the secret
in reverse order. However, the capacity of &'€Ssage bit. LSB selection is done by making use of

steganographic technique is also important; thirst two MSBs of the same sample. Table 1 shows th

system architecture focuses more on security aesecPit Sélection mapping.
messages which are related to transparency and

robustness parameters of the steganographic Table 1. Bit Selection Mapping

technique
st nd H
Sender Receiver 1° MSB 2" MSB Secret M essage Bit
(Bob) (Alice) 0 0 FLSB
0 1 FLSB
| Character Encodir | | Character Decodit | 1 0 2¢1.sB
v t 1 1 3LsB
Modified LSB Method Modified LSB Method Sample selection is done to provide more
(Message Embeddijg (Message Extractio randomness by randomly selecting the samples. Every
A

samples of the cover audio will not contain thersec
message bit. Randomness is controlled by selecting
the first three MSBs of the selected samflable 2
Fig 2. System Architecture shows the sample selection mapping. Let the first

secret message bit is embedded in sample i, then th
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sample containing the next secret message bit dgpen
on first three MSBs of sample i [8].

audio afer hiding

Table 2. Sample Selection Mapping

19 MSB 2" MSB 3I*MSB Sample
containing next
secret message
bit
0 0 0 i+8
0 0 1 i+7
0 1 0 i+6
0 1 1 |+5 0 0s 1 ) 15 -3 25
L 0 0 i+4 Fig 5. Audio after Steganography
1 0 1 i+3
1 1 0 i+2
. 6. CONCLUSIONS
1 1 1 i+1

In this paper an approach to increase the
confidentiality of secret message is proposed. As
5. RESULTSAND DISCUSSION compared to conventional LSB method the proposed

C . . method embeds the data in variable LSBs depending
The objective is to design an audio steganographg.h the MSBs of cover audio samples. Also thereis a

system that provides more secu_rity by_ intmd_ucmgncrease in capacity due to the use of Huffmanrapdi
randomness. Here randomness is achieved in t Qorder to provide more capacity multiple bits bét

phases: one by random bit selection and another Q¥jected samples can be used to hide the secret
random sample selection. The text message to ssage. This can be solved in future work
transmitted is embedded in an audio file and that '

stego audio file is transmitted to the receiver.il&/h

embedding text message in an audio file, the stract ACKNOWLEDGEMENTS
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